Bumunar. Kak He monmacts HA VIIOBKH
KHOEePMONIEHHUKOB

B sToit cTaThe MBI pacckaxkeM 0oJiee MOAPOOHO O CIOCOOEe MPUMEHEHUS
HaIllMX YKPAJCHHBIX WJIW CIyYailHO YTEKIIMUX JAHHBIX, KOTOPBI, HECMOTpPS Ha
MHOkeCTBO npenynpexaeanii B CMU u ot 6aHKOB, MO-MPEXHEMY MPUHOCUT
JIETKUE IEHBI'M MOIIIEHHUKAM.

Peub moiiner o BummHre (anri. vishing, or Voice phishing) — meroze
MOIIEHHUYECTBA C MPUMEHEHUEM COLMAIBHON WHXEHEPUU, CYyTh KOTOPOIO
3aKiovaeTcss B TeledOHHOW KOMMYHUKAIIMW, BBEACHUU B 3a0JyXKIACHUE,
MPETBOPSSICh COTPYAHUKOM OaHKa, MOKyMHaTeJIeM U TaK Jajiee, U BBIMAHUBAHUU
M0J1 Pa3HBIMU MPEJIOTAMHU y JePKaTels MIaTeKHOW KapThl KOH(PUICHITNATHLHON
uH(MOpMaIMK UK CTUMYJIMPOBAHUHN K COBEPIICHUIO OMPEIEICHHBIX IEHCTBUM
CO CBOMM OaHKOBCKHM CUETOM W/WJIU TIJIATE)KHOU KapTOH.

JIaHHBI THUIT MOIIEHHWYECTBA CTAJl OYEHb AKTHUBHO TMPUMEHATHCS B
oTHotmeHuu rpaxaan Pecryonuku benapych ¢ 2019 roga. 3BoHST yalie BCero
CO CKPBITOTO, MOXOKEro Ha HACTOSIIMN HOMEp OaHKa MO0 MOJMEHEHHOTO C
MIOMOIIBIO CIEIUATBLHOIO MTPOTPAMMHOTO obecriedeHus (To eCTh 0TOOpakaeTCs
P 3BOHKE HACTOSIIIMI HOMEp 0aHKOBCKOU CITy>k0bI). [I[prueM CTOUT OTMETHUTH
OYECHb BAXHBIH MOMEHT, KOTOPBIM 3HAYUTEIHLHO TOBBIIIAET JOBEPUE K
MONIIEHHUKY. 3BOHS, OH y>K€ 3HAET YacTh WK BECh HOMEP KapTOUYKH, yCIyraMu
Kakoro OaHKa MOJb3YeTCS YEJIOBEK, a TAKKE€ MOXKET OOpaTUTHCS MO MMEHU H
OTYECTRY.



Cpasy BO3HHMKAET JOTUYHBIM U PE30HHBIN BOMPOC: OTKYAa Y MOIICHHUKA
MOKET OBITh CTOJIbKO MH(pOopMaIuu o yenoBeke? OTBET HA HErO MPOCT, BUIIMHT
BCErJla HAYMHAETCS C TOJYYEeHMs CBEJCHUN O Oyayiien >keptBe. McTouHMKH
MOT'YT OBITh CaMbI€ pa3HOOOpa3HEbIE:

> YTeukHU KIUCHTCKUX W/WIM TOJh30BaTEebCKUX 0a3 cailToB, (OpyMOB,
4aTOB, COOOIIECTB B COICETSX, TOPIOBBIX IUIOMIAJOK, OHJIAWH WUIP,
WHTEPHET-Mara3uHoB, 0AHKOB M MHOTHUX JPyTHX, HE OOECHEUYMBAIOIINX
JIOJDKHBIA YPOBEHBb 3aIlUTHl JJIS MPETOCTABICHHOW HH(pOpMAlUU WU
TOPTYyIOLIHME/OOMEHUBAIOIINECS €10. XallaTHOE OTHOIICHHE BIAJCIIbIIEB
yKa3aHHBIX 0a3 K JIOBEPEHHBIM JaHHBIM IO3BOJIAET 3JI0YMBIILJICHHUKAM
MIOCTOSIHHO OOHOBJISITh U TIOTIOJIHATH CBOM CIHMCKH KEPTB, TaK KakK ceiivac
BO BCEM MHUpE, HayuWHasg OT HMHAMBUIAYAJIBHOTO NpPEANPUHUMATENS U
3aKaHYMBas KPYMHBIMU OpPraHU3alUsIMU YaCTHOTO M TOCYJIapCTBEHHOTO
CEKTOpPOB, BCE COOMPAIOT U XPaHST HAIlM MEePCOHAJIbHBIC JIAaHHBIE, B TOM
Yyucjae MNacnopTHble M OaHKOBCKHME, HO HE BCE HCHOJB3YIOT HUX B
3asBJICHHBIX 1EJIAX WJIW 3alUIIAI0T KaK CJIeIyeT.

» llomyueHue CBeICHHI U3 OTKPBITHIX HCTOYHHKOB, HAIPUMED, OTKPBITHIX
CTpaHHUIl  comceTed WM  OOBSIBICHWM  TOPrOBBHIX  ILIOIIAJIOK.
PacnipocTpaneHsl ciydan BHUIIMHTOBBIX 3BOHKOB TMOCTE MyOJUKAIUU
OOBSABJICHH SIKOOBI 11O TTOBOY MOKYITKH TOBapa.

» DUIINHT.

» O0Jaunble XpaHuauma. V3-3a HEeHaCTPOCHHBIX (PYHKIUI PUBATHOCTH,
r7Ie MOTYT XpaHUTbCS PoTtorpaduu TOKYMEHTOB U MHBIC MEPCOHAJIbHBIC
JAHHBIE.

» ConuajbHble ceTd. Ha cTpanuiiax mosb30Barescii COIMAIBHBIX CETEH B
OTKPBITOM  JIOCTYII€ HAXOJUTCA OIPOMHOE KOJUYECTBO JIMYHOU
uH(popManuu, TaHHYI0 WHPOPMAIIHIO, TTOJIH30BATEIHN, HE 33 {yMBIBAsCh O
MOCJIEICTBUSIX, IPEIOCTABIISIIOT B OTKPHITOM BHU/I€ 3JI0YMBIIIJICHHUKAM.

» PaznmuuHble COMHUTEIBHBIE M HEMPOBEPCHHBIC (POPYMBI, MJIOIMIAIKH,
cailiTbl, HWHTEPHET-MATa3uHbl, OHJAIH WIPbl COOMUPAIOT BallU
pPErUCTpallMOHHbIC JaHHbIE O OaHKOBCKHMX KapTax W Jpyrue, He
oOecrieurBasi JTOJDKHBIA YPOBEHb 3alllUTHl JJIs  TPEIOCTaBICHHOMN
uH(popMmaruu 1u60 6aHaTHEHO TOPTYS €IO.

» Kpaxka JaHHBIX C M0JIb30BaTeJIbCKUX YCTPOMCTB (TenedoH, TIIaHIIET,
I[IK wu T.40.) mnocne 3apakeHHsi BPEIOHOCHBIMH MPHIOKECHUSIMU,
pacrpoCTpaHsIeMbIMU KHOEPIPECTYTHUKAMMU.

B kadecTBe mpuMepa BUIIIMHTAa MOKHO MPUBECTH CIIy4yai, KOTJAa KIHUEHTY
ONHOTO u3 OaHKOB TIO3BOHWUJ HEW3BECTHBIM MYXYMHA W MPEACTaBUIICS
COTPYJIHUKOM CIIy)Obl Oe3zomacHOCTH. OH COOOIIMJI O TOM, YTO AaKKayHT
WHTEpPHET-OAHKUHTA B3JIOMaH U ceilvac MpOUCXOAUT Kpaxa JeHer co cuera. [
TOT'0, YTOOBI 3a0JIOKMPOBATH OAHKUHT, HEOOXOMMO COOOIITUTH JIOTHMH U TIapOJib,
a MOTOM JJIsl IOJITBEPKACHUSL TOTO, YTO UMEHHO KIJIUEHT SBJISIETCS BIIAJI€NIbLIEM



aKKayHTa, Ha3BaTb «CEKPETHBIM KOI», KOTOPBIA MPUAET €My Ha TenedoH.
HcnyraBmuce, KIMEHT cAeNal BCE, KaK MPOCHI «COTPYIHUK OaHKay, U MOCIE
3TOr0 €My MPUILIO ONOBEUIEHUE O CIIMCAHUU CO CUETa KPYITHON CyMMBI JICHET.

Takum oOpa3zoM, Bceryna Hy>KHO ObITh HAaue€Ky U MOMHUTh, OaHKaM HET
HEOOXOJIMMOCTH TaK IMOCTYIAaTh, MOTOMY 4YTO, BO-TIEPBBIX, aOCOJIOTHO BCS
uHbOpMaIMs O CBOMX KIIMEHTax (cyera, HoMepa KapT, OamaHC, KOJbl U T. 1.) Y
HUX €CTh, BO-BTOPBIX, OHU CIIOCOOHBI O€3 BALLIEr0 y4acTHs IPOBOAUTH ONlEpaIluu
1o OJIOKMPOBKE MEPEBOJIOB, CUETOB, AKKAYHTOB M HE TOJIBKO.

B cimydae BO3HHMKHOBEHHsS  MaJEWIIEro IMOJO3PEHUS, YTO  BBI
pa3roBapuBaeTe HE C COTPYAHUKOM OaHKa, IPOCTO 3aBEPIIUTE Pa3roBOP U CaMU
NEPE3BOHUTE 110 HOMEPY TeseoHa ¢ 0(PUIIMATBHOTO CaiiTa JUIsl yTOUHEHUS BCEX
BOIPOCOB JIMOO COOOLIUTE O MOMBITKE YKPacThb Yy Bac JaHHbIE WIH JECHBIU.
Tak>ke, eciu BaM yAalloCh MPecedb TaKyI0 MOMBITKY JIMOO MPECTYMHUKY BCE K
yAQJIOCh  MOJYyYUTb OT  Bac  JKEJIAEMOe, MOXKHO  OOpaTUThCi B
IPaBOOXPAHUTEIbHBIE OpraHbl C 3asBJICHUEM O TMONBITKE/COBEPIICHUH B
OTHOLLIEHUH BAC MPECTYIUICHHUS.

3npascTByMTE,
Cnyx6a 6e3onacHocTu

HewuasecTHbin

HoMep 6aHKa 6ecnokomT...

PekomeHaaLnK

B coBpemMeHHOM MHpE HEBO3MOXKHO TapaHTUPOBAHHO yOepeub ceOsi OT
YTEUYKH MEPCOHATBbHBIX JIAHHBIX, a, CJIEA0BATEIbHO, U MOMBITOK UCIIOIb30BaTh UX
npoTuB Hac (0OOMaHyTh, YKPacTh JACHBI'M WIH MOJCTABUTH), TaK KaK B T€X WJIU
WHBIX CHUTYyalMsIX WX MPEIOCTaBlIeHHWE O0s3aTeNbHO, a CKOMIIPOMETHPOBaHA
MOXET ObITh MH(POPMAIIMOHHAS CHCTEMa JIF0OOW KOMIIAHWW WJIU OpTaHU3aIlfu.
Ho MOXHO 3HAUUTENbHO CHU3UTH BEPOSTHOCTH BO3HUKHOBEHHS MOJIOOHBIX
cutyauuii. JlocTHYb 3TOr0 MOXKHO JMIIb 332 CYET OTBETCTBEHHOIO M
BHUMATEJIbHOT'O OTHOIIEHUS! K CBOUM JIAHHBIM:

» Bcerna cobmonate Mepbl ITUGPOBOI THTHEHBI.
» BbITh OMUTEIBHBIM B OTHOIICHHWM TEPEIayd M MPEAOCTABICHUS JTFOOBIX

MEPCOHANIbHBIX JAHHBIX.

» He BBIKJIaIbIBaTh B IyOJIMYHBIN JTOCTYII.



» He nepenaBath 1 HE OTIPABJISATH IO MTOYTE WIIM B MECCEHDKEPaX CBEICHUS
U3 JOKYMEHTOB, a TaKKe HX CKaHbl U (poTrorpaduu COMHHUTEIBHBIM U
HEMPOBEPEHHBIM CEPBUCAM, Mara3mHaMm, OPTaHU3ALUSAM, HE3HAKOMBIM
JFOJISIM.

» TloctapaThCsi UCKITIOUUTH CIIy4Yau MEePEeChUIKH JaHHBIX J1aXKe 3HAKOMOMY H
HAJIeKHOMY KOHTAaKTy, KOTOPOMY OHHM HEOOXOJHMMBI, HANpUMEp, IJIs
o(popMIIEHUS JOKYMEHTOB, IOCKOJIbKY BBl HE CMOXETE MPOCIEAUTh, Oy1yT
JY BAallld JTaHHBIE MEPENpPABIEHbl Jajlee MOCTOPOHHHMM JIOAsAM. Ecin
aTbTEPHATUBHOTO croco0a TmepeAaTh JaHHbIE HET, TO IMOCHe
UCIIOJIb30BAHUS OTIPABUTENIO U MOTYYaTeI0 HEOOXOIUMO YIAIUTh UX C
MIOYTOBOI'O CEPBEPA, a MPH MEePEChUIKE CKaHOB U (hoTorpaduii JoKkymeHTa
PEKOMEH]IyeTCSl CTaBUTh HEMOCPEICTBEHHO Ha HUX MOMETKY (Hampumep,
BOJSTHOM 3HAK), C KAKOH LIEJIbIO OHU MEPECHIIAIOTCS, YTOOBI CJI0KHEE OBLIO
WCIIOJIb30BATh B IPECTYIHBIX LENSX.

=

[loaBeaem UTOrn 1 Bblaenmm OCHOBHOE.

B nro0bIX cuTyanmsix, mpoBOIA Kakue-muOO NEUCTBUS C JACHEKHBIMU
CpeICTBaMH  TIOJIb30BATEIsIM  HEOOXOAMMO  COOMIOJATh  MOBBIIICHHYIO
ocTopoxHOCTh. banku He 3amnpammuBaior CVV-koabl (¢ 00paTHON CTOPOHBI
kapThl) WK kKoibl 13 CMC, a Takke HHY10 nepcoHabHy10 nHpopmaruio. Kpome
TOT0, MOJIB30BATEIISIM HEJIb35 MEPEXOIUTh 110 COMHUTENIBHBIM cchliikaM u3 CMC
WU TIMCEM B HUHTEPHET-PECYpcaX, COLUUAIBHBIX CETSIX M MECCEH]KEepax: OHHU
MOT'YT BECTH Ha MOILICHHUYECKHUE CAUTHI.

[To pexomenparusiM OaHKOBCKUX YUYPEKACHUH, KIUEHTHI, KOTOPHIM
MOCTYIIA€T 3BOHOK M3 0aHKa, JOJKHBI 00paIiaTh BHUMAHUE Ha MaHEPy OOIICHMUSI
COTPYJIHUKOB. MOIIIEHHUKY TTOCTAPAIOTCsl BCEMU CIIOCOOAMU YOEIUTh KJIMEHTA
IPOJIOJKATh Pa3roBOp. A HacToslas ciiyk0a 0e30macHOCTH OaHKa HUKOT/Ia He
OyIeT Bo3paxarTh, €CJIM KIIMEHT 3aX0UeT EPE3BOHUTD MO3KE.

Ecnam MomeHHUKH BCe K€ YKpaiu JEHbIM CO CYeTa KJIMEHTa, HY>KHO B
KpaT4yaliime CpoKH COOOIIUTh OaHKY O HECAaHKIIMOHUPOBAHHOM TEPEBOJE U



3a0J10KMpOBaTh KapTy. Eciy nonp3oBaresns He HapyIIniI IpaBuiia 0€301MacHOCTH,
OaHKU O0053aHbl BEPHYTh KIMEHTY JAeHbru. OJHAKO CJIOKHO TOBOPUTH O
BO3BpaTe, Korja KJIMEHT HapyllaeT MpaBuia IMOJIb30BAaHUS UHTEPHET-OAHKOM:
COOOIIaeT CBOM JaHHBIE JJI BXOJa B OHJAMH-OAHK M KOJbI MOJTBEPKIECHUS
MOIIIEHHUKaM. B Takux ciy4asx Bce 3aBUCHUT OT THUIIa TPAH3AKIIUU U YIAJIOCH JId
€€ OCTaHOBUTH aHTU(DPPOI-cucTemMaM, TMOO0 OHA yIILa.

ITonp3oBarensaMm, CTOJIKHYBIIIUMCS c HEYJIa4HOUN IIOIBITKON
MOIIICHHUYECTBA, TAKXKE PEKOMEHAYeTCsl oOpaimarbes B 0aHK. Takum o0pazom,
OaHK y3HaeT 0 HOBBIX CIIOCO0AX MOIIEHHUYECTBA U UX IpenoTBpamaeT. Takxke
UMEET CMBICI COOOIIATh O 3JI0YMBIIUIEHHUKAX OIEepaTopaM CBSA3HU: Y HUX €CTh
BO3MOKHOCTb OTCJIEAUTH U 3a0JIOKUPOBATH 3BOHKU C HOMEPOB MOIIEHHUKOB.

VYcnex nin Heyiaya BUILIMHIOBBIX MOIIEHHUKOB NMPAKTUYECKU TTOJTHOCTHIO
3aBHCUT OT IMPOCBEIIEHHOCTH M TPAaMOTHOCTH B cdepe HHPOpMaIMOHHON
0e30macHOCTH TpaxkaaH. TakoM oOpa3oMm, eclii KIUEeHT OyAeT OauTeNeH u
OCTOPOXEH, TO BEPOSTHOCTh XHIICHUS C €ro KapThl JCHEKHBIX CPEICTB
CTPEMUTHCS K HYJIIO.

HE PACCKA3BLIBAN!

* [ IMH-KOJ/1 OT KapThl

*CVV (3-x sHaYHBIN

KOJL HA ODOPOTHOI
CTOPOHE KapThl)

* banaHce Ha kapre

#* JlornH u napoJs or

HMHTCPHET-0aHKHMHIA
* CpoK /1eHCTBUA KapPThl

* [Tacnoprubie JlaHHbIe




[MPHU NO/AYHEHUU TEAAEGOHHOTO 3BOHKA U/TU CMC OT AROGDI

? )
(Y ] i
COTPYAHMKA BaHKa MoK

a

NMOKYMNaTeE/1A BALLETO

NeHCMOHHOro GoHAa '
TOBapa B MHTEpHETE

HU B KOEM C/1YYAE HE PACKPbIBAWMTE CEKPETHbIE IAHHbIE

5"- napoau 13 Bank***
W= CMC-coobLeHunit 6aHKa 047583

©7 Kog CVV2/CVC2

- o
CPOK AEUCTBUA KapTbl G

JTO NO3BO/IUT He CTaTb }KepTBOﬁ
MOLWWEHHNKOB U COXPaHUTDb CBOU CpeACTBd
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KAPTbH

CoTpyaAHHKH 6aHKa HHKOIAA He
NONPOCAT Y BaC AaHHbie NO Kapre. A
4YTO6b! Y6eANTBCA, YTO 3BOHOK 6bin
OT MOLIEHHHKOB, HY)KHO 3BOHHTD Ha
oprUHANbHDIA HOMEp Bawero
6aHKa.

BaHK#® HUKOIrAA8 HE 3BOHAT CaMy, YToObl
CNPOCHUTD NO TenedoHy: NONHLIA HOMep
KapTouKH; Cpox ee aencreunn; CVC/CVV;
NOTHH M NAPONDb K HHTEPHET-6aHKHHIY;
KOAOBOE CNOBO, KOA W3 SMS-coobuuennn.

Ha naHn4ecKoe 3anBNEHNE O TOM, NTO C
BalLeN KapToN cepbesHan npobnema
NyYWwHi oreeT: «Celvac NO3BOHIO K
CXOXY B 6aHK, NTOOBI NPOBEPHUTL ITO
NUYHO», ByabTe yBepeHb! ~ 3BOHALWMNA TYT
e OTKNIONHTCH, ITO ONeHb
pPacnpoCTPAHEHHan YNOBKA ~ HaNyraTb
BRajenbla Kaprbi.
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YYACTWINCb CJTYYAN

TENNE®OHHOI0 MOLUEHHWYECTBA!

MOLLEHHUK MOXET W HA3BATb
MPEACTABUTBCA:  MPUYNHY 3BOHKA:

+ CoTpyaAHukom baHka * Bawa kapTta
3a6A0KMpOBAHA
o« COTPYAHUKOM CAYXOblI
6e3onacHocTu 6aHKa « B OTHOLUEHMM BALLEN
* COTPYAHMKOM GOABHULLbI KAapTbl NPEANPUHUMAIOTCA

MOLUEHHUYECKUE AEUCTBUSA
» COTPYAHUKOM

GAQroTBOPUTEALHOM » Bawemy poACTBEHHUKY
OpraHusaumum HY>XXHQ MOMOLLLb

UAU AEYEeHUue
* POACTBEHHUKOM

* BOM NOAOXEHa OTCpo4Ka

OH MOKET NOMPOCUTE:  otoew wawnocosne

ACGHHbIE KapThbl: NMapoAsb: NepeBecTu A€HbIU:
=—
T 1000 kum
* HOMEp KapTbl * OT UHTEPHEeT-0aHKQ; * HO CNEeUMUAAbHbIN
« CVV/CVC-koa * u3 SMS-coobuieHus CHeT UAMU KapTY,
» PIN-koA y (AAs BXOAQ B rae OHu GyAyT
* CPOK AEUCTBUSA UHTEPHET-OAHK AU B 6e3onacHocTH
KQpTbl MOATBEPXKAEHMS
onepaumn)

» COOOLLANTE HUKOMY ACQHHbIE KApPThbl

e COOOLLLANTE HUKOMY NAPOAU U KOAbI M3 SMS

« BbINOAHAUTE A€UCTBUA C BAHKOBCKOM
KAPTOM NO Npocbbe TpeTbUux AUL,




| |yyAcTinMCh CAYYAK

TENEDOHHOI 0 MOLEHHWYECTBA!

MOLIEHHYK WLHE BEWTECH HA
MOXET HA C/I0BAN!

MPEACTABUTBLCA: MOLLEHHUKA:
« CoTpyaHukom baHka * Bawa kapTta
3a6A0kMpoBaHa
COTPYAHUKOM CAYXO6bI
6e3onacHocTH 6aHKa « B OTHOLLUEHUMU BALLEH
» COTPYAHUKOM GOABHULLbI KapThl NpeANPHHUMAIOTCS
MOLLUEHHUYECKHE ASUCTBUSA
« COTpyAHUKOM
GAQroTBOPUTEABHOMU » Bawemy poACTBEHHUKY
OpPraHusauum HY>XHQ NOMOLLLb
WUAU A€YEeHUe
* POACTBEHHMKOM

* BaM noAoXxeHa oTCcpoYka

U0 ST NIONPOCKTD: o Kpaasy v nocoowo

AQHHbIE KAPTbI: MapoAs: NepeBeCTU AEHbLIU:
=0 -

* HOMEp KapThbl e OT UHTEPHeT-6aHKA; . Ha cnewUaAbHbIN
« CVV/CVC-koa U3 SMS-coobuieHus CYET MAM KapTY,
e PIN-koA (aAs BxOAQ B rae oHu GyAyT
* CPOK A€UCTBUA MHTEPHET-6AHK MAU B 6€30MNaCHOCTH

KapTbl MOATBEPXXKAEHMS

onepadlmm)

- COOBLLAONTE HUKOMY ACHHbIE KAPTbl

- COOOLLLANTE HUKOMY NMAPOAU U KOAbI U3 SMS

- BbIMOAHAUTE AUCTBUA C OAHKOBCKOM
KAQpPTOM NO npocbbe TpeTbux AUL,




